Ontology Based access to web services through agents

Kieran Greer

University of Ulster at Jordanstown

Shore Road, Newtownabbey, Belfast BT37 0QB, N. Ireland

krc.greer@ulster.ac.uk

Hui Wang

University of Ulster at Jordanstown

Shore Road, Newtownabbey, Belfast BT37 0QB, N. Ireland

h.wang@ulster.ac.uk
David Bell

Queen’s University Belfast

Belfast, BT7 1NN, N. Ireland

da.bell@qub.ac.uk
Yaxin Bi

Queen’s University Belfast

Belfast, BT7 1NN, N. Ireland

y.bi@qub.ac.uk
Gongde Guo

University of Ulster at Jordanstown

Shore Road, Newtownabbey, Belfast BT37 0QB, N. Ireland

g.guo@ulster.ac.uk
ABSTRACT

An Intelligent Agent Development Environment module has been written as part of the ICONS web-based knowledge management system. This module will provide both tacit and explicit knowledge to a user, where we aim to provide explicit knowledge through the use of Web Services. Web Services shall be found in UDDI registries by a search agent and then called by different types of Web Service agent. Generic Web Service agents that can call different Web Services will use an ontology to define the concepts of the call. This is a relatively simple structure that allows for easy mapping of operation parameters of arbitrary content and structure. The same agent can then call several Web Services through one set of parameters, or map the replies to a Java object. The aim of this paper is to describe the ontology and processes used to call the Web Services through the agents.
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1. INTRODUCTION

This paper shall describe part of an Intelligent Agent Development Environment module, written for the ICONS web-based knowledge management system [3]. The IADE is an agent-based system that can be used to look for and connect to Web Services over the Internet. It is part of a knowledge management system, where agents are to be used to provide a user with both tacit and explicit knowledge. The tacit knowledge comes from human experts accessed through a Communities of Practice environment [4]. This is implemented using agents in the roles of experts and users, where they interact using the FIPA Contract Net protocol. We will be concerned here with the interaction with Web Services, which provides the explicit knowledge that a user must first acquire. With this explicit knowledge the user can form a general opinion and formulate proposals for services required from the experts. We shall search for Web Services in UDDI registries and then use a simple ontology structure to define the operations that the Web Services provide. Through this ontology structure we can call several Web Services with one set of parameters, or map the replies to a Java object. Also, the user only needs to familiarize himself with the global ontology and enter values for this, which will then be mapped to the local ontologies of each Web Service. Recent work on accessing Web Services has focused on the Semantic Web and using the Semantic Web markup language DAML-S [1], [7]. Our approach is much simpler but provides a practical solution to the current state of Web Services on the Internet.


The agent platform we are using is JADE [5]. This is a FIPA compliant agent platform written in Java that provides an environment for writing and running software agents. Using JADE we can write a number of agents to connect to the Web Services, but the first type of agent we will consider is a search agent. This will be used to look up UDDI registries to determine what Web Services are available. The returned results shall then be stored in database tables described in the next section. The user would enter a search profile written in XML and then run a search agent with the profile. The user would then need to manually inspect Web Service sites returned by the search agent to determine what ones were suitable. Possibilities exist to make the agent more autonomous, such as storing profiles and periodically searching on stored profiles to determine if any new Web Services had registered or old Web Services de-registered. But there is always the problem that the information provided is incorrect and so we need to manually test that the Web Service in fact exists and provides the services described. In the UDDI registries for example, there are a lot of test entries that do not relate to real Web Services, or relate to non-Web Service organizations. Some filtering of these can be done but to be sure that the Web Service exists requires manual intervention.


The other types of agents that are written are to actually call operations on the Web Services. Three types of agent have been identified: The first type calls a specific operation on a specific Web Service. For this values can be hard-coded but the agent is not very flexible. However, we can map the replies to a Java object for further processing. The second type of agent calls a particular type of Web Service e.g. stock quote Web Services. For this we need to use an ontology to define the operation parameters, but as will be explained later, we can again map the replies to a Java object for further processing. The third type of agent can call any Web Service. This type also requires the use of ontologies and is the most flexible, but we can only convert the replies into XML and not Java objects. The ontology structure seems new as recent work has concentrated on the Semantic Web. Also the method for allowing multiple ontologies to be mapped to a Java object seems quite novel.

2. Agents And Web Services

A Web Service can be defined as an application or information resource that can be accessed using standard Web protocols [8]. The aim of Web Services is to provide a uniform and programmable interface to services over the Web. The standardization is based on XML, where the two main technologies that we use are SOAP and WSDL. The transport protocol for connecting to the Web Service is called SOAP (Simple Object Access Protocol) and the format for describing the services a Web Service provides and how to connect to them is called WSDL (Web Services Description Language).

2.1 Technologies Used

A number of XML-based technologies are used to interface with Web Services and the registries that they register with. Before we can use a Web Service we firstly need to find out what ones are available. To publicize itself, a Web service can register its services with a UDDI (Universal Description Discovery and Integration) registry. When a service consumer wants to use a service, he queries the UDDI registry to find a service that matches his query, and obtains a WSDL description of the service and also the access point of the service. The service consumer then uses the WSDL description to construct a SOAP message with which to communicate with the service. We will be using the Java Web Services Development Pack [6] to connect to the Web Services. For retrieving information from Web Services and registries we can use the following XML-based technologies: JAXR (Java API for XML Registries), JAXM (Java API for XML Messaging) and SAAJ (SOAP with Attachments API for Java). JAXR is an XML-based technology that provides a standard way to access business registries and discover Web Services. Any user of a JAXR client may perform queries on a registry. There are two public UDDI registries provided by Microsoft and IBM that can be used to search for Web Services. JAXM sends SOAP messages over the Internet in a standard way and allows the sending of non-XML attachments. SAAJ is the basic package used by JAXM for SOAP messaging, which contains the API for creating and populating a SOAP message. 

2.2 Searching for Web Services

A search agent is used to connect to the UDDI registries to look for possible Web Services. The information retrieved from the registries is stored in a database in a number of tables. The structure of these tables is given in figure 1 below. There are four permanent tables and four temporary tables where the permanent and temporary tables have a similar structure. The temporary tables are where the initial search results are stored. From there they can be retrieved and permanently saved in the permanent tables if they are found to be useful. The first table type stores information about an organization (i.e. iade_Organisations or iade_tOrganisations). The second stores information about the services the organization provides (i.e. iade_ServiceTable or iade_tServiceTable) and the third stores information about a binding of the service (i.e. iade_ServiceBinding or iade_tServiceBinding), that points to technical information about the service. In our case the service binding gives the entry point to access the service over the Internet. Finally the concept table (i.e. iade_Concept or iade_tConcept) may define a tModel (defines an abstract service) that may point to a WSDL document that describes an abstract service type. The only difference in the permanent and temporary tables is that when a temporary search result is to be saved permanently we need to enter a global service name for the service table. This will link similar Web Services together that offer the same service and also link the search tables with the ontologies. The user of the system would use a search agent to search for Web Services based on search criteria passed in the form of an XML file. The results of the search would then be stored in the temporary tables. The user would then use a GUI to inspect the information stored in the temporary tables and look up the Web Services in question. If it was discovered that they provide the required service the information would be transferred to permanent tables from where it could be used to create ontologies.
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Figure 1. Database structure showing permanent and temporary tables to store the search results. The temporary tables are shown second with the ‘t’ prefix
2.3 Using Ontologies and Calling Web Services

As described in the introduction, three types of agent have been written to call the Web Services. If calling a particular type of Web Service or any Web Service the calls would be heterogeneous and would need to be created dynamically. We have chosen to dynamically construct SOAP messages to call the heterogeneous Web Services. The other option is to use the Remote Procedure Call methods, such as JAX-RPC (Java API for XML Remote Procedure Call) dynamic invocation interface (DII), or the Apache Web Services Invocation Framework [10], but our method seems more flexible. These technologies seem to suffer from the same problem. To call a Web Service you firstly have to construct the Java classes to represent the data type(s) of the calling method. This means that the Java object must be created at some time before the call and then used by the program in the call. We do not need to create any new classes to represent the complex data types but we need to dynamically construct the structure of the data types in the SOAP message. The data returned from the call may also be complex, but this can either be converted into XML or in some cases into a Java object. To enable us to automatically call the Web Services requires an admin phase first, where the ontologies are constructed. The ontologies are stored in database tables that are described in figure 2.


We create an ontology from the WSDL document describing the Web Service. The URL for the location of the WSDL document is stored in the search results tables from where it can be retrieved. The ontology really only stores the information required to make a Web Service call. The information stored in the ontology table is the service names, the operation names, the Web Service name, the WSDL location, the SOAP body namespace and Web Service URLs required for connection. The global names are used by the global ontology and are what the agent understands, while the local names are what each Web Service understands. This can be considered as a minimal set of values that could be added to. The Parameter table stores the structure of the parameters required to make the operation call. An ontology key relates this table to the ontology table. We also record if the parameter is an input or output parameter or is optional, its name (global name is used to link to the global ontology), type and namespace. There are then two key values relating parent parameters with child parameters, which allows for any structure to be recorded. If the data type is an array its value will start with ArrayOf as it is done with the WSDL specification. The rest of the specification will be the data type, for example, an array of floats will be ArrayOfFloat. The child key of one concept would be the same as the parent key of another concept if the second concept was a sub-element of the first. Finally, there is an enumeration key linking the parameters of this table to enumeration values stored in iade_Enumeration. So if given a global service and operation and Web service name, we could retrieve only the relevant parameters. This mechanism should allow for the definition of both content and structure in the ontologies. The current implementation allows for automatic parsing of WSDL documents to construct the values in these tables.
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Figure 2. Relational tables used to store ontology details

Two types of agent use the ontologies, where both have advantages and disadvantages. The first type that uses an ontology is an agent that connects to a particular type of Web Service, for example a stock quote Web Service. In this case we would create a global ontology from one of the Web Services, or from scratch, and then map the other Web Services ontologies to it. We can enter more parameters into the global ontology if it is discovered that it is not detailed enough. Consider the following example. Say we enter an initial global ontology and local ontology for a stock quote Web Service with parameters as follows:

Global Ontology Parameters



Local Ontology Parameters
Global: Global1







Global: Global1

Local: GetQuote







Local: EnterQuote


Global: Global2







Global: Global2


Local: Quote








Local: QuoteValue

So there are two levels in the structure. The root parameter in the global ontology is called GetQuote and it has a child parameter called Quote. These are mapped to EnterQuote and QuoteValue when constructing the SOAP message for the Web Service. Say we now have a new Web Service that has more complex input parameters and levels in the structure. Say the new Web Service has the following structure:

Local Ontology Parameters

Local: QuoteStructure


Local: QuoteEntry



Local: Quote



Local: StockExchange

To use this new structure we need to change the global ontology to take account of the new parameters. At the moment we can enter new parameters but not new levels. So there is no level in the global ontology relating to the QuoteStructure in the local ontology. This parameter is thus omitted from the global ontology and given a default value in the local ontology. The QuoteEntry level relates to the GetQuote level and then an extra child parameter of StockExchange is added to this Parameter. This would give the following mapping between the global ontology and the new local ontology:

Global Ontology Parameters


Local Ontology Parameters


Global: Global1






Global: DummyGlobalValue

Local: GetQuote






Local: QuoteStructure


Global: Global2






Global: Global1


Local: Quote







Local: QuoteEntry


Global: Global3







Global: Global2


Local: StockExchange





Local: Quote














Global: Global3














Local: StockExchange

When entering values for the ontologies, values are then asked for all parameters at the leaf nodes of the structure of the global ontology and an automatic mapping is then done between the global ontology and the local ontology. The structure given above allows for a mapping for both of the specified local ontologies and so both could be called from one set of input values. If values are entered that are not part of the local ontology they are simply not used. If there is a parameter in the global ontology that is not used in any of the local ontologies to be called, then a value is not asked for it.


The advantage of writing an agent that can connect to a particular type of Web Service is that we can map the replies to a Java object. When writing the agent we would have some knowledge of the information required and so we would be able to say generally what parameters in the reply we would like. Maybe we would know this because we would be processing the reply further. For example, in the stock quote scenario we may want just the replies for quote, high and low. We write a Java object to store this information and later construct an ontology with these parameters. We can then dynamically map the ontology parameter global names to the java object fields in the Java code. In the code we have Java fields quote, high and low and constants defined as quoteConst, highConst and lowConst. The actual values of the constants can be read from a resource file at startup and relate to the global names of the quote, high and low parameters in the global ontology that you later create. The global ontology is created when you actually use the system and at this stage you update the resource file, which when read will give quoteConst, highConst and lowConst the correct global name values relating to the quote, high and low ontology parameters that you just entered. You then map your local ontologies to the global ontology as normal and when a parameter is retrieved its global name can be mapped to the Java field and the appropriate Java field filled in with the correct value. Figure 3 describes this process. This means you do not need to write new code to enter details of a new, possibly heterogeneous, Web Service. It also means however that you are restricted to the parameters that you originally selected to be in the Java object and cannot add new ones without changing the code.
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Figure 3. Diagram showing the mapping between an ontology and Java code. The left hand box shows the Java pseudo-code where the constants are declared at the top and then compared with the retrieved global name for a parameter. The top right box shows the resource file where the user dynamically enters the mapping and the bottom right box shows the ontology parameters with the global names linked to the local names.


The other type of agent that uses ontologies is an agent that can call any Web Service. Again, we do not need to write new code to call a new Web Service but just enter a new ontology. This agent is useful if we have not written a specific agent to call the Web Service. Maybe we have searched for something new and found an interesting Web Service. In this case we can only convert the reply to XML as we cannot write a Java object to store any reply that would be meaningful. 

2.4 Implementation and Related Work

Figure 4 gives a possible architecture used to call a Web Service. One problem with using an agent platform is trying to communicate with the agents running in it. We are using the JADE agent platform and this allows us to create an in-process agent in our program code that can be dynamically run in a distributed container of the agent platform. It can then look up and communicate with any of the agents running permanently in the platform. This is the way we propose to initiate the agents to perform a task for a user. The in-process agent can be run in a local distributed container that is remotely or locally connected to the main container running on some machine. The in-process agent passes the required information to the permanent Web Services agents, which then call the specified Web Services and send their reply back to the in-process agent. The local module running the distributed container can retrieve the final reply from the in-process agent, which can then be processed further by other modules in the system. The in-process agents communicate with the Web Services agents using a simple Query_Ref protocol. If no Web Services agents are free to perform the task then they can send a Refuse reply, otherwise they will Accept the task and finally communicate with an Inform_Ref message once the task is completed. The system is still at a prototype stage and most testing has been to check the validity of the ontology structure. Communication between the Web Services agents has not really been considered at this point. A general environment has been written including base classes that perform basic functions like communication with the in-process agent or creating a SOAP message from the ontology. It would then be possible to build application specific agents on top of these. Also, a GUI has been written to control admin of the agents, ontology creation and manipulation and to test the agents. The search agent is also relatively simple at the moment but we see a lot of scope for it, particularly if the Semantic Web becomes a reality. In a similar way to the Web Services agents, the search agent communicates with the in-process agent using the Query_Ref protocol. Although the current Web Services agents are not too agent-like, they are part of an agent management system that also implements a Communities of Practice environment and with the potential for autonomously searching and accessing Web Services over the internet, we see agents as the correct technology to use.


The ontology has been tested on a large number of Web Services now. Although new discoveries have led to changes, the ontology described in section 2.3 seems fairly complete. There do not seem to be other ontologies that perform the same task. Maybe this is because of the work done with the Semantic Web and the DAML-S ontology that was created for this. McIlraith et. al. in [7] describe this ontology (also described in [1])  and the agent system they use to test it. To describe the Web Service operation parameters they stick with the WSDL specification. Although there are advantages to this it might be more difficult to map between ontologies if using WSDL and our ontology is simpler to implement. If the Semantic Web became a reality then we could still use the ontology described here for the operation calls and have DAML-S at a higher level. Another interesting paper is [9] that describes procedures for automatically creating and mapping ontologies to be used in B2B applications. They again use agents as the implementation technology. They do not describe an ontology that can be used directly to call a Web Service, but rather define the relationship between the different terms of the different Web Services. They can then use the ontology to map between WSDL documents, but details of this are not given.
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Figure 4. Diagram showing how JADE and JWSDP are used to call a Web Service.

3. CONCLUSION

We have described a novel method for calling Web Services through agents. Agents have been used to give us the possibility of intelligent autonomous actions. Particularly in the role of a search agent, agents are well known to be useful tools for searching the Internet [2]. The ICONS system will contain a large repository of XML documents and so one application for the agents would be to retrieve relevant information to be stored in the repository. This could involve agents negotiating to decide what Web Services were the best for retrieving the information, possibly based on quality or cost of information retrieval. The ICONS project is particularly interested in the evaluation of projects for the European Structural Funds funding. As stated in [4], even a 1% improvement in the structural fund project proposal acceptance level for Poland would mean an additional 138 million Euro to be invested in the Polish regional economy alone in the years 2004-2006. We hope to apply the agents to retrieving information relevant to this area. We have particular interest in the area of risk analysis, where uncertainty modules in other parts of the system can also be used.


We have described a relatively simple ontology for storing the required information to make a Web Service call. This ontology structure seems quite new and could be developed further, particularly in the area of generic agents that can call any Web Service, but it covers all cases encountered so far. This is a practical solution to the current state of Web Services. Unfortunately, manual intervention by the user is required at some stages and so as the system is developed we would look to extend the functionality in areas of a more autonomous search agent and automatic ontology construction, as is done in [9]. However, because the ontology structure is so simple it is easy to manually map local parameters to global parameters making the manual process relatively simple.
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